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2. Venue, as conferred under Md. Code Ann., Cts. & Jud. Proc. §§ 6-201 and 6-202, 

is proper in Baltimore City because Defendant either resides in and/or carries on regular business 

in Baltimore City, Maryland. 

3. The amount of this claim exceeds $30,000.00. 

4. This case is not removable to federal court because Plaintiffs, all putative class 

members (the “Class Members”), and Defendant are citizens of Maryland at the time of this 

Complaint. In addition, neither Plaintiffs nor any member of the Class asserts any federal question. 

PARTIES 

5. Plaintiff Darlene Johnson is a citizen of Maryland who resides in Baltimore City, 

Maryland. Ms. Johnson’s Personal Information (as defined below) was compromised in the data 

breach LifeBridge announced in May 2018 (“2018 Breach”). After the 2018 Breach, Ms. Johnson 

received a letter in the mail from LifeBridge stating that her Personal Information was 

compromised. As a result of the breach, Ms. Johnson spent time and effort monitoring her accounts 

and searching for fraudulent activity related to her identity.  

6. Plaintiff Sharon Belair is a citizen of Maryland who resides in Smithsburg, 

Maryland. Ms. Belair’s Personal Information (as defined below) was compromised in both the 

2018 Breach, and also in the Data Breach experienced by LifeBridge in April 2020 (the “2020 

Breach”). As a result of the two breaches, Ms. Belair spent time and effort dealing with the effects 

of the compromise.  

7. Defendant LifeBridge is a corporation incorporated under the laws of the state of 

Maryland with its principal place of business located at 2401 West Belvedere Avenue, Baltimore, 

Maryland 21215. LifeBridge is a citizen of Maryland. LifeBridge leaked, disbursed, and/or 

furnished Plaintiffs’ and Class Members’ valuable Personal Information (as defined below) to 
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unknown cyber criminals, thus causing Plaintiffs and Class Members present, immediate, 

imminent, and continuing increased risk of harm. 

FACTUAL ALLEGATIONS COMMON TO ALL COUNTS 

8. This is a class action lawsuit brought by Plaintiffs, individually and on behalf of all 

others similarly situated who are U.S. persons, resulting from Defendant LifeBridge’s repeated 

failure to safeguard and secure the medical information and other personally identifiable 

information of Plaintiffs and Class Members, including names, addresses, dates of birth, diagnoses, 

medications, clinical and treatment information, insurance information, and in some instances, 

Social Security numbers, driver’s license numbers, or government identification numbers 

(collectively, the “Personal Information”). Personal Information can be used on its own or with 

other information to identify, contact, or locate a single person, or to identify an individual in 

context. 

9. LifeBridge suffered a cyberattack on its servers on September 27, 2016, referred to 

herein as the 2018 Breach, compromising the sensitive personal information of thousands of its 

patients, yet it failed to discover the breach until March 28, 2018 – eighteen months later. Worse 

still, LifeBridge waited until at least May 15, 2018 to disclose its data breach to Plaintiffs, Class 

Members, and the public.  

10. LifeBridge suffered from another unauthorized access data breach sometime 

between or throughout December 17, 2019 and April 30, 2020, referred to herein as the 2020 

Breach, compromising the sensitive personal information of patients who made payments to Sinai 

Hospital, or on whose behalf payments were made to Sinai by a guarantor or insurance company, 

between October 25, 2019 and April 27, 2020.  
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11. Plaintiffs’ and Class Members’ Personal Information was compromised, which led 

to issues including Personal Information being in possession of strangers, declined transactions, 

inability to access e-mail accounts, fraudulent accounts being opened, fraudulent submissions for 

unemployment benefits in another state, and applications for fraudulent COVID-19 Disaster 

business loans, among other fraudulent transactions.  

12. Plaintiffs and Class Members now face an increased risk of identity theft and fraud, 

if not actual identity theft and resulting losses, and need to take immediate action to protect 

themselves from such identity theft. Plaintiffs and Class Members are immediately and imminently 

in danger of sustaining further direct or indirect injuries as a result of LifeBridge’s failure to protect 

their Personal Information. The Personal Information obtained by the hackers contains all of the 

information wrongdoers need to misuse Plaintiffs’ and Class Members’ identities to their 

detriment. 

13. As a result of the breaches, Plaintiffs and Class Members have suffered actual 

injury, such as having received notification from the United States Postal Service that they have 

been a victim of mail theft or identity theft, having transactions declined as a result of fraudulent 

activity, receiving cards from accounts that they have not opened, and receiving notification for 

unemployment benefits and loans for which they have not applied. Also, as a result of the breaches, 

Plaintiffs and Class Members spent and/or will have to spend significant time and money to protect 

themselves, including but not limited to the time and cost of responding to the data breaches, 

acquiring identity theft protection and monitoring, instituting credit freezes, attempting to 

rehabilitate their Personal Information, conducting a damage assessment, and other costs of 

mitigation. 
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14. With access to an individual’s Personal Information, criminals can empty a victim’s 

bank account, obtain a driver’s license or official identification card in the victim’s name, use the 

victim’s Social Security number to obtain a job or government benefits, request and open loans, 

receive medical services in the victim’s name, or file a fraudulent tax return. Furthermore, loss of 

private and personal health information can expose the victim to loss of reputation, loss of 

employment, blackmail, and other negative effects. 

15. A study by Experian found that the “average total cost” of medical identity theft is 

“about $20,000” per incident and that a majority of victims of medical identity theft were forced 

to pay out-of-pocket costs for health care they did not receive in order to restore coverage.”1 

Almost half of medical identity theft victims lose their health care coverage as a result of the 

incident, while nearly one-third see their insurance premiums rise, and only forty percent are able 

to resolve their identity theft at all.2 

16. Moreover, cyberattacks against the health care industry have increased over recent 

years. Dozens of cyberattacks against health care organizations have occurred in 2018, 2019, and 

2020, directed at health care organizations’ data systems directly or those of the health care 

organizations’ vendors and business associates.3 This increase in health care data breaches placed 

LifeBridge on notice that a cyberattack against its system or those of its vendors was likely. 

Accordingly, LifeBridge should have taken adequate precautions to safeguard its system from an 

 
1 Elinor Mills, Study: Medical Identity Theft is Costly for Victims, CNET (March 3, 2010), 
https://www.cnet.com/news/study-medical-identity-theft-is-costly-for-victims/.  
2 Id. 
3 Healthcare IT News Staff, The Biggest Healthcare Data Breaches of 2018 (So Far), Healthcare IT News (October 
25, 2018), http://www.healthcareitnews.com/projects/biggest-healthcare-data-breaches-2018-so-far; Jessica Davis, 
Cyber Threats Behind the Biggest Healthcare Data Breaches of 2019, Health IT Security (January 3, 2020), 
https://healthitsecurity.com/news/cyber-threats-behind-the-biggest-healthcare-data-breaches-of-2019; Jessica Davis, 
Update: The 10 Biggest Healthcare Data Breaches of 2020, So Far, Health IT Security (July 8, 2020), 
https://healthitsecurity.com/news/the-10-biggest-healthcare-data-breaches-of-2020-so-far. 
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attack and to ensure its vendors’ data systems were sufficient to prevent a breach of its patients’ 

personal information. 

17. LifeBridge knew or should have known that third-party vendors of healthcare 

companies were targets of cyber criminals. Between 2014 and 2017, the U.S. Department of 

Justice found a 300% increase in ransomware attacks, with the healthcare industry being targeted 

more frequently than other sectors.4 Moreover, 54% of third-party vendors surveyed by the 

Ponemon Institute had at least one data breach between 2017 and 2019 involving patient personally 

identifying information.5 For instance, a data breach of Anthem, Inc. in 2017 was publicly traced 

back to a third-party vendor.6   

LifeBridge Data Protection Policies 

18. LifeBridge failed to adequately carry out a third-party due diligence process on its 

account receivables vendor that was breached in 2020. LifeBridge knew or should have known 

that its account receivables vendor, as set forth below at paragraph 48, had been breached several 

times before the 2020 Breach.  

19. LifeBridge is “one of the largest, most comprehensive and most highly respected 

providers of health-related services to the people of northwest Baltimore.”7 

 
4 See Justin Pope, Ransomware: Minimizing the Risks, Innovations in Clinical Neuroscience, 37 (2016).  
5 See Ponemon Institute, The Economic Impact of Third-Party Risk Management in Healthcare, Censinet (July 
2019), https://censinet.com/wp-content/uploads/2019/07/Ponemon-Censinet-Survey-Report-third-party-vendor-risk-
management-research-economic-impact-v2.pdf.  
6 See Latest Anthem Breach Traced Back to Third-Party Vendor, Lazarus Alliance (August 10, 2017), 
https://lazarusalliance.com/anthem-breach/; Madison Moore, Anthem Healthcare Reveals Third-Party Security 
Breach of 18,580 Customers, SD Times (August 1, 2017), https://sdtimes.com/anthem-healthcare/anthem-third-
party-security-breach-customers/.  
7 About LifeBridge Health, http://www.lifebridgehealth.org/Main/AboutLifeBridgeHealth.aspx (last visited Jan. 19, 
2021). 
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20. LifeBridge is a corporation organized to “improve the health of individuals and 

communities we serve through compassionate, high quality care.”8 Specifically, LifeBridge’s 

purpose is to establish and manage a health care system. 

21. LifeBridge currently operates several medical institutions in and around the 

Baltimore, Maryland area, including Sinai Hospital of Baltimore, Inc., Northwest Hospital Center, 

Inc., Carroll Hospital Center, Inc., Levindale Hebrew Geriatric Center and Hospital, Inc., and its 

subsidiaries and affiliated facilities. 

22. LifeBridge exercises charge, care and control over its subsidiaries and affiliated 

facilities, including their electronic servers, systems, and security protocols.  LifeBridge Potomac 

Professionals, LLC (“LifeBridge Potomac”) is one such subsidiary and/or affiliated facility. 

23. At all times relevant to this litigation, LifeBridge maintained privacy policies 

committing to protect the confidentiality of information that LifeBridge collected from its 

customers in the course of doing business, including personal and health-related information. 

24. Specifically, LifeBridge’s Health Integrity Program Code of Excellence states, 

“LifeBridge Health patients trust us with the most intimate details of their personal lives. 

Maintaining the confidentiality of this information is a serious responsibility. All releases of 

patient information are to be in compliance with applicable federal and state laws and regulations, 

as well as any applicable institutional medical records policies.”9 

25. LifeBridge has repeatedly acknowledged the importance of safeguarding the 

personal identifying information and private health information of their patients. In fact, 

LifeBridge adopted a breach notification policy (the “Breach Notification Policy”) to respond to 

 
8 Id. 
9 See LifeBridge Health Integrity Program Code of Excellence, 
http://www.deformitycourse.com/uploads/public/pdf/HIPAA_code_excellence.pdf (last visited Jan. 19, 2021). 



Page 8 of 50 
 

unauthorized access of such records. See Exhibit 1 attached hereto and incorporated herein by 

reference. 

26. The Breach Notification Policy states in pertinent part: 

[I]f there is a breach of unsecured protected health information, then 
in addition to complying with the Health System’s mitigation policy, 
timely and appropriate notice will be provided to affected patients, 
the Department of Health and Human Services and the media to the 
extent required by the applicable HIPAA regulations and this policy. 
 
A breach notification is required when a breach of unsecured PHI 
has occurred. Unsecured PHI is PHI that is not encrypted or has been 
otherwise physically destroyed (by shredding, burning etc.). A 
breach is defined as the impermissible acquisition, access, use or 
disclosure of PHI which compromises the security or privacy of the 
PHI. An impermissible use or disclosure of PHI is presumed to be a 
breach unless the Privacy Officer or designee demonstrates that 
there is a low probability that the PHI has been compromised.  
 

27. Since at least 2013 (and on information and belief for many years prior to that), 

LifeBridge’s website has posted its Breach Notification Policy in its entirety, and this Breach 

Notification Policy was made available to LifeBridge customers and the public. 

The 2018 LifeBridge Data Breach 

28. The 2018 LifeBridge data breach is one of the largest health care data breaches to 

be reported in 2018.10 

29. On March 28, 2018, LifeBridge discovered malware had been installed on a server 

that hosted the electronic medical record system used by LifeBridge Potomac Professionals and 

LifeBridge’s patient registration and billing systems.11 

30. According to the press release LifeBridge posted on its website in the wake of the 

data breach, this discovery of malware prompted an investigation to determine when access to the 

 
10 538,000 Patients Notified of LifeBridge Health Data Breach, HIPAA Journal (May 23, 2018), 
https://www.hipaajournal.com/538000-patients-lifebridge-health-data-breach/.  
11 Security Incident, http://www.lifebridgehealth.org/main/SecurityIncident.aspx (last visited Jan. 19, 2021). 
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server was first obtained. LifeBridge contracted with a national computer forensics firm to assist 

with the investigation, and the firm determined that access to the server was gained on September 

27, 2016.12 

31. LifeBridge admits that “information potentially accessed may have included 

patients’ names, addresses, dates of birth, diagnoses, medications, clinical and treatment 

information, insurance information, and in some instances, Social Security numbers.”13 

32. However, by using the term “accessed” instead of “stolen” or “exfiltrated,” 

LifeBridge intentionally failed to covey the seriousness of the breach and that consumers’ 

information was already in the possession of an unauthorized third-party. 

33. LifeBridge agreed to provide all patients whose Social Security numbers were 

potentially stolen with credit monitoring and identity theft protection services for 12 months.14 

LifeBridge further “recommend[ed] patients review any billing statements or explanation of 

benefits statements for services” and that “[i]f [patients] see services that [they] did not receive, 

[they] contact the provider or insurer immediately.”15 

34. Although LifeBridge has not disclosed how hackers were able to access patients’ 

Personal Information, its press release notes that “[t]o help prevent something like this from 

happening in the future, we have enhanced the complexity of our password requirements and the 

security of our system,”16 recognizing that at least, deficiencies in their password requirements led 

to the data breach. 

 
12 Id. 
13 Id. 
14 Id. 
15 Id. 
16 Id. 
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35. Despite purported commitments to “take[] seriously the privacy and security of [its] 

patients,” LifeBridge waited approximately a year and a half after the first attack occurred and 

approximately two months after LifeBridge allegedly first discovered malware on its servers to 

disclose the breach to patients and the public beginning on or about May 15, 2018.17 

36. As a result of LifeBridge’s failure to implement and follow basic security protocols 

and procedures, Plaintiffs’ and Class Members’ Personal Information is now in the hands of 

thieves. 

37. After the 2018 Breach, Ms. Johnson received a letter in the mail from LifeBridge 

stating that her Personal Information was compromised. As a result of the 2018 Breach, Ms. 

Johnson spent time and effort monitoring her accounts and searching for fraudulent activity related 

to her identity. As a result of the breach, she also spent money on a credit report to check for signs 

of fraud and help protect against future fraud. Given the highly-sensitive nature of the information 

stolen, Ms. Johnson remains at a substantial and imminent risk of future harm. 

38. At some point after the 2018 Breach, Ms. Belair received a letter in the mail from 

LifeBridge stating that her Personal Information was compromised in the 2018 Breach. In the 

months following the notification of the LifeBridge breach, Ms. Belair’s AOL e-mail account was 

accessed without authorization and the password was changed on the account. She has been unable 

to access the e-mail account since, forcing her to switch to another e-mail platform. She also 

received notification that there were some discrepancies with her PayPal account, but Ms. Belair 

never had a PayPal account. Ms. Belair’s bank account was also accessed and was flagged for 

fraudulent activity, which she discovered while she was attempting to pay for her son’s doctor’s 

appointment and the transaction on her debit card was declined. She was forced to spend time to 

 
17Security Incident, http://www.lifebridgehealth.org/main/SecurityIncident.aspx (last visited Jan. 19, 2021). 
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physically visit the bank branch to address the fraudulent activity and was provided with a new 

debit card. Subsequently, she also received notification from the United States Postal Inspection 

Service, Los Angeles Division, informing her that she may have been a victim of mail theft or 

identity theft and that two individuals were in possession of her personal identifying information. 

She was provided with a questionnaire that she was required to complete and mail back to the 

United States Postal Inspection Service. Instructions were also provided to her, which included 

ordering her credit report from the three credit bureaus. Given the highly-sensitive nature of the 

information stolen, Ms. Belair remains at a substantial and imminent risk of future harm. 

The April 2020 LifeBridge Data Breach 

39. The 2020 Breach announcement occurred just four months after LifeBridge 

announced its recommitment to patient privacy.18 

40. On April 30, 2020, LifeBridge was notified by M&T Bank (“M&T”) that an 

unknown individual fraudulently obtained copies of some documents related to patient accounts 

of LifeBridge’s Sinai Hospital of Baltimore (“Sinai”) between December 17, 2019 and April 30, 

2020. M&T is a banking vendor of Sinai with whom LifeBridge had shared its patients’ Personal 

Information so that M&T could carry out LifeBridge’s business function of managing Sinai’s 

accounts receivables. 

41. Even though LifeBridge was notified by M&T on April 30, 2020 that its patients’ 

Personal Information had been stolen, LifeBridge did not begin sending letters to its affected 

patients informing them of the breach until June 29, 2020. In its press release regarding the 2020 

Breach, LifeBridge admits that the thief may have accessed “information [] includ[ing] patients’ 

names, addresses, driver’s license or government identification numbers, Social Security numbers, 

 
18 Id. 
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hospital account numbers, health insurance information, and descriptions about the care patients 

received at Sinai, such as providers’ names and information regarding diagnoses, medications, and 

treatment.”19 

42. However, by using the term “accessed” instead of “stolen” or “exfiltrated,” 

LifeBridge intentionally failed to covey the seriousness of the breach and that consumers’ 

information was already in the possession of an identity thief or thieves. 

43. Recognizing its responsibility for the 2020 Breach and its obligations to its patients 

for the theft of their Personal Information in LifeBridge’s care, LifeBridge notified its patients of 

the 2020 Data Breach, and agreed to provide all patients whose Social Security numbers, driver’s 

licenses or government identification numbers that were potentially stolen with credit monitoring 

and identity theft protection services for an unspecified time.20 LifeBridge further “recommend[ed] 

that patients review statements they receive from their health insurer. If [patients] see services they 

did not receive, they should contact the insurer immediately.”21 

44. Although LifeBridge has not disclosed how the thief was able to access patients’ 

Personal Information, its press release notes that “[t]o help prevent something like this from 

happening in the future, M&T has advised that it [] has implemented additional security measures 

for account access and has provided additional training to account servicing personnel.”22 Thus, 

LifeBridge and M&T acknowledge that prior to the 2020 Breach, M&T had insufficient security 

measures for account access and that it had provided inadequate training to its account servicing 

 
19 Data Privacy Notification, http://www.lifebridgehealth.org/Sinai/DataPrivacyNotification.aspx (last visited Jan. 
19, 2021). 
20 Id. 
21 Id. 
22 Id. 
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personnel. LifeBridge and M&T further acknowledge that if these deficiencies had been corrected 

prior to the occurrence of the 2020 Breach, the 2020 Breach could have been prevented. 

45. LifeBridge knew or should have known that M&T had insufficient security 

procedures and practices to protect the patient Personal Information that LifeBridge shared with 

M&T and therefore did not act with reasonable care in sharing patient Personal Information with 

M&T to carry out LifeBridge’s business functions. For example, M&T has suffered from more 

data breaches than other similar banks and thus was an unreasonable vendor choice for LifeBridge 

to make to share sensitive patient Personal Information. In particular, between 2017 and the filing 

of this Complaint, M&T reported 8 data breaches to the Maryland Attorney General. Conversely, 

Wells Fargo reported 1 data breach and BB&T reported none.23  

46. M&T suffered several data breaches or otherwise acted carelessly with personally 

identifying information in the years prior to the 2020 Breach. These breaches were reported to 

state and federal entities, putting LifeBridge on alert of M&T’s severe deficits in protecting 

Personal Information. These breaches, and their reporting to the appropriate agencies, should have 

prompted LifeBridge to reject hiring M&T as a vendor with which LifeBridge would share patient 

Personal Information or to take appropriate measures to ensure M&T had resolved its data security 

failures, including those that resulted in the 2020 Data Breach, before LifeBridge shared sensitive 

patient Personal Information with it. Specifically: 

 
23 See Maryland Information Security Breach Notices, 
https://www.marylandattorneygeneral.gov/Pages/IdentityTheft/breachnotices.aspx#InplviewHashac628f51-0774-
4b71-a77e-77d6b9909f7e=WebPartID%3D%7BAC628F51--0774--4B71--A77E--77D6B9909F7E%7D (Perform 
three separate searches for “M&T,” “Wells Fargo,” and “BB&T” in the “Find a file” search bar).  
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A. On November 1, 2014, M&T suffered from a theft by a malicious insider of 

a business associate’s customers’ personally identifying information, including 

Social Security numbers and account numbers.24  

B. On June 6, 2017, M&T reported to the Maryland Attorney General that an 

“internal error” had resulted in the compromise of personal information, including 

banking information.25 

C. On December 7, 2017, M&T reported to the Maryland Attorney General 

that a data system error had resulted in the compromise of personally identifying 

information, including Social Security numbers, credit reports, credit scores, and 

account balance information.26 

D. On April 18, 2018, M&T reported to the Maryland Attorney General that 

an email attachment containing sensitive personally identifying information, 

including Social Security numbers and driver’s license numbers, had been sent to 

the wrong recipient, resulting in the compromise of that information.27 

E. On December 17, 2018, M&T reported to the Maryland Attorney General 

that an ex-employee had taken documents containing sensitive personally 

 
24 M&T Bank, Hack Notice (November 1, 2014), https://app.hacknotice.com/#/hack/5a68bd52df51ae46fda3a683.  
25 M&T Bank June 6, 2017 Security Breach Notification, 
https://www.marylandattorneygeneral.gov/Pages/IdentityTheft/breachnotices.aspx#InplviewHashac628f51-0774-
4b71-a77e-77d6b9909f7e=WebPartID%3D%7BAC628F51--0774--4B71--A77E--77D6B9909F7E%7D (last visited 
Feb. 3, 2021) 
26 M&T Bank Dec. 7, 2017 Security Breach Notification, 
https://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2017/itu-294917.pdf (last visited 
Feb. 3, 2021). 
27 M&T Bank April 18, 2018 Security Breach Notification, 
https://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-296786.pdf (last visited 
Feb. 3, 2021). 
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identifying information, including credit applications, tax returns, and Social 

Security numbers.28 

F. On October 8, 2019, M&T reported to the Maryland Attorney General that 

five former M&T employees were discovered to have captured sensitive personally 

identifying information of M&T customers, including Social Security numbers and 

driver’s license numbers, on their personal devices.29 

G. On April 27, 2020, M&T reported to the Maryland Attorney General that it 

had delivered documents containing sensitive personally identifying information, 

including Social Security numbers and account numbers, to the wrong address 

resulting in the compromise of that sensitive information.30 

47. Even after M&T claimed to have implemented stricter security practices in 

response to the 2020 Breach, it continues to suffer from significant data breaches. On June 29, 

2020, M&T reported to the United States Department of Health and Human Services Office of 

Civil Rights that it had suffered a data breach involving the unauthorized access or disclosure of 

the Personal Information, including unsecured protected health information, of 5,878 customers 

of an M&T business associate.   

48. The June 29, 2020 breach, and its reporting to the appropriate agencies, as well as 

the prior breaches of M&T that LifeBridge knew or should have known about, should have 

prompted LifeBridge to cease the sharing of patient Personal Information with M&T and/or reject 

 
28 M&T Bank Dec. 17, 2018 Security Breach Notification, 
https://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2018/itu-307753.pdf (last visited 
Feb. 3, 2021). 
29 M&T Bank Oct. 8, 2019 Security Breach Notification, 
https://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2019/itu-317715(2).pdf (last visited 
Feb. 3, 2021). 
30 M&T Bank April 27, 2020 Security Breach Notification, 
https://www.marylandattorneygeneral.gov/ID%20Theft%20Breach%20Notices/2020/itu-327038.pdf (last visited 
Feb. 3, 2021). 
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M&T as a vendor. However, upon information and belief, LifeBridge continues to share sensitive 

patient Personal Information with M&T as of the present date.  

49. In addition to the string of data breaches suffered by M&T prior to the 2020 Breach, 

of which LifeBridge should have known about, LifeBridge also knew or should have known M&T 

did not have sufficient data security measures to protect the sensitive patient Personal Information 

LifeBridge shared with it. Specifically, because in 2018, M&T’s Chief Security Officer David 

Stender, who had been in this position since 2014, was featured in an article in the Wall Street 

Journal advocating for spending less money on cybersecurity measures, despite the increase in 

theft of personal sensitive information. As identified above, M&T suffered from no fewer than 

five significant breaches where personal sensitive information was stolen, after 2014 and Mr. 

Stender’s comments as to “cost-effective security” measures.31 Given the above, LifeBridge 

should not have provided Ms. Belair’s and Class Members’ Personal Information to M&T.  

50. LifeBridge’s lackadaisical approach to the care and protection of Class Members’ 

Personal Information is made further apparent because even though LifeBridge hired M&T for the 

purpose of receiving payments from Class Members, it unnecessarily shared its patients’ most 

sensitive personally identifying information—Social Security numbers—and protected health 

information with M&T, putting this protected information at risk in the event of a data breach, 

even though this information was not necessary for M&T to conduct its account receivable 

functions.32 

 
31 See Adam Janofsky, M&T Bank Security Chief: Avoid AI and Other ‘Shiny Objects’, The Wall Street Journal 
(July 27, 2018), https://www.wsj.com/articles/m-t-bank-security-chief-avoid-ai-and-other-shiny-objects-
1531946434.  
32 See, e.g., Scott Ikeda, Third Party Data Breach Hits Quest Diagnostics With 12 Million Confidential Patient 
Records Exposed, CPO Magazine (June 11, 2019), https://www.cpomagazine.com/cyber-security/third-party-data-
breach-hits-quest-diagnostics-with-12-million-confidential-patient-records-exposed/ (reporting on breach of third 
party debt collector of healthcare provider involving medical information and Social Security numbers and questioning 
why the debt collector needed this sensitive information to perform its debt collecting functions). 



Page 17 of 50 
 

51. LifeBridge’s duty to use reasonable care in protecting its patients’ Personal 

Information arose as a result of the common law as well as its own promises regarding privacy and 

data security. This duty exists because Plaintiffs and Class Members were the foreseeable and 

probable victims of any inadequate security practices. By collecting and maintaining personal and 

confidential information of Plaintiffs and Class Members, and acknowledging that this information 

needed to be kept secure, it was foreseeable that they would be harmed in the future if LifeBridge 

did not protect Plaintiffs’ and Class Members’ information from hackers whether those hackers 

targeted LifeBridge’s data systems or those of LifeBridge’s vendors with whom LifeBridge shared 

patient Personal Information. 

52. In choosing to share Class Members’ sensitive Personal Information with a third-

party vendor, LifeBridge failed to act with reasonable care by not conducting proper due diligence, 

which would have ensured M&T maintained sufficient security practices. As a result of 

LifeBridge’s failure to implement and follow basic security protocols and procedures, which 

includes requiring its vendors to maintain basic security protocols, Plaintiffs’ and Class Members’ 

Personal Information is now in the hands of thieves. 

53. In June or July of 2020, Ms. Belair received another letter in the mail from 

LifeBridge stating that her Personal Information, including her Social Security number, may have 

been compromised in the 2020 Breach. On February 4, 2020, before receiving the notification of 

the 2020 Breach, Ms. Belair received two letters from Chase Bank identifying at least two 

additional fraudulent accounts that had been opened in her name. Ms. Belair also received a 

returned fraudulent check in the mail from Chase Bank, as well as two bank cards that were 

associated with accounts that were fraudulently opened. On July 20, 2020, she received a letter 

from the Kansas Department of Labor confirming a fraudulent filing for an unemployment benefit 
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debit card. The letter identified her Social Security number. Ms. Belair has no connections to 

Kansas, has never visited Kansas, and has never applied for unemployment benefits in any state. 

Ms. Belair has spent time contacting authorities, including the police, to discuss the breaches and 

utilization of her Personal Information.  

54. On November 28, 2020, Ms. Belair received an email notification from Experian 

Identity Works that her name and Social Security number had been used to apply for a small 

business loan associated with a nail and hair salon. The small business loan application was also 

connected to a COVID-19 Disaster loan application for either $3,000 or $35,000. Ms. Belair has 

never owned a salon, nor has she applied for a small business loan. As a result, Ms. Belair was 

forced to spend time during her workday contacting Experian to discuss the theft and fraudulent 

utilization of her Personal Information. On December 8, 2020, Ms. Belair’s bank detected two 

fraudulent purchases on her debit card. The bank froze Ms. Belair’s account and deactivated her 

debit card, which caused great inconvenience for obvious reasons. To date, Ms. Belair has spent 

no fewer than forty hours contacting her bank and other financial institutions, responding to 

notifications of fraudulent activity, ordering new cards, unfreezing her accounts, and updating the 

payments associated with her cards. It is also evident that she will need significant identity theft 

monitoring services for years to come as a result of LifeBridge’s careless handling of her Personal 

Information, which, because of its highly-sensitive nature, puts Ms. Belair at a substantial and 

imminent risk of future harm. 

CLASS ACTION ALLEGATIONS 

55. Plaintiffs repeat and re-allege each and every allegation contained in the preceding 

and following paragraphs of this Complaint as if fully set forth herein. 
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56. The 2018 Breach and the 2020 Breach are collectively referred to as the “Security 

Incidents”. 

57. This civil action is properly maintainable as a class action pursuant to Md. R. 2-231 

and includes one class of victims: 

All individuals notified by or on behalf of LifeBridge regarding the 
Security Incidents. 

 
58. Excluded from the definition of the Class are: (1) the Judge presiding over the 

Litigation, any members of the Judges’ staff, and immediate members of the Judge’s family; and 

(2) Defendant, its subsidiaries, parent companies, successors, predecessors, and any entity in which 

the Defendant or its parents have a controlling interest and their current or former officers, 

directors, members, shareholders, and board members. For avoidance of doubt, employees of 

LifeBridge affiliates who are not explicitly excluded in clause (2) of this paragraph are not 

excluded from the Class by virtue of their employment by LifeBridge affiliates.. 

59. The Class, as defined above, is identifiable and easily ascertainable from 

LifeBridge’s records.  

Maintainability of a Class Action 

60. Plaintiffs are informed and believe, based upon LifeBridge’s own admissions, that 

there are approximately 500,000 Class Members. Those individuals’ names and addresses are 

available from LifeBridge’s records, and Class Members may be notified of the pendency of this 

action by recognized, Court-approved notice dissemination methods. Accordingly, the members 

of the Class are so numerous that the joinder of all members is impracticable.  

61. There are common questions of law and fact in this action that are not only common 

to the Class, but that predominate over any questions affecting individual class members. The 

predominating common questions include, but are not limited to: 
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A. Whether LifeBridge knew or should have known that its computer systems 

were vulnerable to attack between 2016 and 2020; 

B. Whether LifeBridge unlawfully used, maintained, lost, or disclosed 

Plaintiffs’ and Class Members’ Personal Information; 

C. Whether LifeBridge failed to take adequate and reasonable measures to 

ensure its data systems were protected, both before and after the 2018 Breach; 

D. Whether LifeBridge failed to take available steps to prevent and stop the 

breaches from happening; 

E. Whether LifeBridge failed to take available steps to prevent the second 

breach from happening in 2020, especially after it was on actual notice of a 

significant breach that had occurred in 2016 and knew or should have known M&T 

had suffered multiple data breaches prior to the 2020 Breach;  

F. Whether LifeBridge failed to disclose the material facts that it did not have 

adequate computer systems and security practices to safeguard its patients’ 

Personal Information; 

G. Whether LifeBridge failed to provide timely and adequate notice of the data 

breaches; 

H. Whether LifeBridge owed a duty to Plaintiffs and Class Members to protect 

their Personal Information and to provide timely and adequate notice of the data 

breaches; 

I. Whether LifeBridge breached its duties to protect the Personal Information 

of Plaintiffs and Class Members by failing to provide adequate data security and by 

failing to provide timely and adequate notice of the data breaches; 
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J. Whether LifeBridge’s conduct, including its failure to act, resulted in or was 

the proximate cause of the breach of its systems, resulting in the unauthorized 

access;  

K. Whether LifeBridge’s conduct amounted to violations of the Maryland 

Personal Information Protection Act, and/or the Maryland Consumer Protection 

Act; 

L. Whether LifeBridge’s conduct renders it liable for negligence and/or 

negligent misrepresentation; 

M. Whether, as a result of LifeBridge’s conduct, Plaintiffs and Class Members 

face a significant threat of harm and/or have already suffered harm, and, if so, the 

appropriate measure of damages to which they are entitled; and 

N. Whether as a result of LifeBridge’s conduct, Plaintiffs and Class Members 

are entitled to injunctive, equitable, declaratory and/or other relief, and, if so, the 

nature and extent of such relief. 

62. Plaintiffs’ claims are typical of other Class Members’ claims because Plaintiffs and 

Class Members were subjected to the same alleged unlawful conduct and damaged in the same 

way. 

63. Plaintiffs will fairly and adequately protect the interests of the Class. Plaintiffs’ 

interests do not conflict with the interests of Class Members whom they seek to represent. The 

interests of Plaintiffs and of all other members of the Class are identical, and Plaintiffs are 

cognizant of their duties and responsibilities to the Class. Plaintiffs intend to prosecute this action 

vigorously. Plaintiffs’ counsel are experienced in data breach and privacy class actions and other 

complex litigation, and have previously litigated numerous class actions with success both within 
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this Court’s jurisdiction and elsewhere. Therefore, Plaintiffs’ counsel will adequately represent the 

interests of the Class. 

64. This action is properly maintained as a class action under Md. R. 2-231(b)(1)(A) in 

that separate actions by individual members of the Class could create a risk of inconsistent or 

varying adjudications with respect to individual members of the Class that could establish 

incompatible standards of conduct for members of the Class as well as the Defendant. 

65. This action is properly maintainable as a class action pursuant to Md. R. 2-

231(b)(1)(B) in that separate actions by individual members of the Class would create a risk of 

adjudications with respect to individual members of the Class which would, as a practical matter, 

be dispositive of the interests of other members not party to the adjudications, or would 

substantially impair or impede their ability to protect themselves.  

66. This action is also properly maintainable under Md. R. 2-231(b)(3), in that 

questions of law or fact common to members of the Class predominate over any questions affecting 

only individual members, and a class action is superior to other available methods for the fair and 

efficient adjudication of this controversy between the Class and Defendant. 

67. This action is also properly maintainable under Md. R. 2-231(d), in that particular 

issues common to the Class, as described in part in paragraph 61, are most appropriately and 

efficiently resolved via class action.  

The Desirability of a Class Action 

68. The commonality of issues of law and fact in this case are clear. Many Class 

Members may be unaware of their right to prosecute a claim against LifeBridge. This class action 

can be managed without undue difficulty because Plaintiffs will vigorously pursue the interests of 
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the Class by virtue of the fact that the Plaintiffs have suffered the same injuries arising out of the 

same events as other Class Members. 

69. To the extent that some Class Members have an interest in individually controlling 

the prosecution of a separate action, they may exclude themselves from the Class upon their receipt 

of notice under Md. R. 2-231(e). 

70. The difficulties likely to be encountered in the management of a class action in this 

litigation are insignificant, especially when weighed against the virtual impossibility of affording 

adequate relief to the members of the Class through dozens of separate actions. 

COUNT I – MARYLAND PERSONAL INFORMATION PROTECTION ACT 
Md. Code Ann., Com. Law, §§ 14-3501, et seq. 

 
71. Plaintiffs repeat and reallege the allegations contained in paragraphs 1 through 70  

of this Complaint as if fully set forth herein. 

72. Under the Maryland Personal Information Protection Act (“MPIPA”), Md. Code 

Ann., Com. Law, § 14-3503(a), “[t]o protect Personal Information from unauthorized access, use, 

modification, or disclosure, a business that owns or licenses Personal Information of an individual 

residing in the State shall implement and maintain reasonable security procedures and practices 

that are appropriate to the nature of Personal Information owned or licensed and the nature and 

size of the business and its operations.” 

73. LifeBridge is a business that owns or licenses computerized data that includes 

Personal Information as defined by Md. Code Ann., Com. Law, § 14-3501(b)(1). 

74. Plaintiffs and Class Members are “individuals” and “customers” as defined in Md. 

Code Ann., Com. Law, §§ 14-3502(a) and 14-3503. 
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75. Plaintiffs and Class Members’ Personal Information includes “[h]ealth 

information” and “[p]ersonal information” as covered under Md. Code Ann., Com. Law, §§ 14-

3501(d)-(e). 

76. LifeBridge did not maintain reasonable security procedures and practices 

appropriate to the nature of the Personal Information owned or licensed and the nature and size of 

its business and operations in violation of Md. Code Ann., Com. Law, § 14-3503. 

77. The 2018 and 2020 LifeBridge data breaches were each a “breach of the security 

of a system” as defined by Md. Code Ann., Com. Law, § 14-3504(1). 

78. Under Md. Code Ann., Com. Law, § 14-3504(b)(1), “[a] business that owns or 

licenses computerized data that includes Personal Information of an individual residing in the 

State, when it discovers or is notified of a breach of the security system, shall conduct in good faith 

a reasonable and prompt investigation to determine the likelihood that Personal Information of the 

individual has been or will be misused as a result of the breach.” 

79. Under Md. Code Ann., Com. Law, §§ 14-3504(b)(2) and 14-3504(c)(2), “[i]f, after 

the investigation is concluded, the business determines that the breach of the security of the system 

creates a likelihood that personal information has been or will be misused, the owner or licensee 

of the computerized data shall notify the individual of the breach” and that notification “shall be 

given as soon as reasonably practical but not later than 45 days after the business discovers or is 

notified of the breach of a security system.” 

80. Because LifeBridge discovered security breaches and had notice of security 

breaches, LifeBridge had an obligation to disclose the LifeBridge security data breaches in a timely 

and accurate fashion as mandated by Md. Code Ann., Com. Law, §§ 14-3504(b)(2) and 14-

3504(c)(2). 



Page 25 of 50 
 

81. LifeBridge failed to discover the 2018 Breach until eighteen months after the 

breach occurred and then waited an additional two months before notifying Plaintiffs and Class 

Members. By failing to disclose the LifeBridge data breach in a timely and accurate manner, 

LifeBridge violated Md. Code Ann., Com. Law, §§ 14-3504(b)(2) and 14-3504(c)(2). 

82. LifeBridge failed to discover the 2020 Breach until four months after the breach 

occurred, and then waited an additional two months before notifying Plaintiffs and Class Members. 

By failing to disclose the LifeBridge data breach in a timely and accurate manner, LifeBridge 

violated Md. Code ann., Com. Law §§ 14-3504(b)(2) and 14-3504(c)(2). 

83. As a direct and proximate result of LifeBridge’s violations of Md. Code Ann., Com. 

Law, §§ 14-3504(b)(2) and 14-3504(c)(2), Plaintiffs and Class Members have suffered and will 

continue to suffer damages. 

84. Pursuant to Md. Code Ann., Com. Law, § 14-3508, LifeBridge’s violations of Md. 

Code Ann., Com. Law, §§ 14-3504(b)(2) and 14-3504(c)(2) are unfair or deceptive trade practices 

within the meaning of the Maryland Consumer Protection Act (codified at Md. Code Ann., Com. 

Law, § 13-301 et seq.) (“CPA”) and are subject to the enforcement and penalty provisions 

contained within the CPA. 

85. Plaintiffs and Class Members seek relief under Md. Code Ann., Com. Law, § 14-

3508, including actual damages and attorneys’ fees. 

WHEREFORE, Plaintiffs, on behalf of themselves and others similarly situated, 

respectfully request that the Court enter judgment in their favor and against LifeBridge, and that 

they be awarded damages together with equitable relief as follows: 

A. That the Court enter a judgment against Defendant finding that it is liable 

to Plaintiffs and Class Members; 
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B. That the Court award compensatory damages, including at least nominal 

damages, in an amount that exceeds $75,000, plus interest and costs, to Class 

Members in an amount to be determined at trial; 

C. That the Court reimburse Plaintiffs all costs paid by Plaintiffs or on behalf 

of Plaintiffs; 

D. That the Court award the costs and expenses of this case, including 

attorneys’ fees; 

E. That the Court award pre-judgment and post-judgment interest;  

F. That the Court grant the injunctive relief requested by Plaintiffs, including 

but not limited to, injunctive and other equitable relief as is necessary to protect the 

interests of Plaintiffs and Class Members, including but not limited to an order:   

i. prohibiting Defendant from engaging in the wrongful and unlawful 

acts described herein;  

ii. requiring Defendant to protect, including through encryption, all 

data collected through the course of its business in accordance with all 

applicable regulations, industry standards, and federal, state or local laws;  

iii. requiring Defendant to delete, destroy, and purge the personal 

identifying information of Plaintiffs and Class Members unless Defendant 

can provide to the Court reasonable justification for the retention and use of 

such information when weighed against the privacy interests of Plaintiffs 

and Class Members;  

iv. requiring Defendant to implement and maintain a comprehensive 

Information Security Program designed to protect the confidentiality and 
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integrity of the personal identifying information of Plaintiffs and Class 

Members;  

v. prohibiting Defendant from maintaining Plaintiffs’ and Class 

Members’ personal identifying information on a cloud-based database;  

vi. requiring Defendant to engage independent third-party security 

auditors/penetration testers as well as internal security personnel to conduct 

testing, including simulated attacks, penetration tests, and audits on 

Defendant’s systems on a periodic basis, and ordering Defendant to 

promptly correct any problems or issues detected by such third-party 

security auditors; 

vii. requiring Defendant to engage independent third-party security 

auditors and internal personnel to run automated security monitoring;  

viii. requiring Defendant to audit, test, and train its security personnel 

regarding any new or modified procedures;  

ix. requiring Defendant to segment data by, among other things, 

creating firewalls and access controls so that if one area of Defendant’s 

network is compromised, hackers cannot gain access to other portions of 

Defendant’s systems;  

x. requiring Defendant to conduct regular database scanning and 

securing checks;  

xi. requiring Defendant to establish an information security training 

program that includes at least annual information security training for all 

employees, with additional training to be provided as appropriate based 
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upon the employees’ respective responsibilities with handling personal 

identifying information, as well as protecting the personal identifying 

information of Plaintiffs and Class Members; 

xii. requiring Defendant to routinely and continually conduct internal 

training and education, and on an annual basis to inform internal security 

personnel how to identify and contain a breach when it occurs and what to 

do in response to a breach;  

xiii. requiring Defendant to implement a system of tests to assess its 

respective employees’ knowledge of the education programs discussed in 

the preceding subparagraphs, as well as randomly and periodically testing 

employees’ compliance with Defendant’s policies, programs, and systems 

for protecting personal identifying information; 

xiv. requiring Defendant to implement, maintain, regularly review, and 

revise as necessary a threat management program designed to appropriately 

monitor Defendant’s information networks for threats, both internal and 

external, and assess whether monitoring tools are appropriately configured, 

tested, and updated;  

xv. requiring Defendant to meaningfully educate all Class Members 

about the threats that they face as a result of the loss of their confidential 

personal identifying information to third-parties, as well as the steps 

affected individuals must take to protect themselves;   

xvi. requiring Defendant to implement logging and monitoring programs 

sufficient to track traffic to and from Defendant’s servers;  
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xvii. requiring Defendant to conduct sufficient due diligence of its 

business associates with whom LifeBridge shares its patients’ personally 

identifying information to ensure they maintain adequate data security 

measures to protect that information; and 

xviii. for a period of 10 years, appointing a qualified and independent 

third-party assessor to conduct a SOC 2 Type 2 attestation on an annual 

basis to evaluate Defendant’s compliance with the terms of the Court’s final 

judgment, to provide such report to the Court and to counsel for the class, 

and to report any deficiencies with compliance of the Court’s final 

judgment; and 

G. That the Court award all other further and general relief as the Court deems 

just and necessary. 

COUNT II – MARYLAND CONSUMER PROTECTION ACT 
Md. Code Ann., Com. Law, §§13-301, et seq. 

 
86. Plaintiffs repeat and reallege each and every allegation contained in paragraphs 1 

through 70 of this Complaint as if fully set forth herein. 

87. LifeBridge is a person as defined in Md. Code Ann., Com. Law, § 13-101(h). 

88. LifeBridge’s conduct as alleged herein is related to “sales,” “offers for sale,” or 

“bailment” as defined in Md. Code Ann., Com. Law, §§ 13-101(i) and 13-303. 

89. Plaintiffs and Class Members are “consumers” as defined in Md. Code Ann., Com. 

Law, § 13-101(c).  

90. LifeBridge advertises, offers, or sells “consumer goods” or “consumer services” as 

defined by Md. Code Ann., Com. Law, § 13-101(d). 
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91. LifeBridge advertised, offered, or sold goods or services in Maryland and engaged 

in trade or commerce directly or indirectly affecting the people of Maryland. 

92. Neither Plaintiffs nor any member of the Class asserts a claim regarding 

professional services, including the quality of care rendered by a health care provider. LifeBridge 

engaged in unfair and deceptive trade practices with respect to its commercial and/or 

entrepreneurial services. 

93. LifeBridge engaged in unfair and deceptive trade practices in violation of Md. Code 

Ann., Com. Law, § 13-301, including: 

A. False or misleading oral or written representations that have the capacity, 

tendency, or effect of deceiving or misleading consumers; 

B. Representing that consumer goods or services have a characteristic that they 

do not have; 

C. Representing that consumer goods or services are of a particular standard 

quality or grade that they are not; 

D. Failing to state a material fact where the failure deceives or tends to deceive; 

E. Advertising or offering consumer goods or services without intent to sell, 

lease, or rent than as advertised or offered; and 

F. Engaging in deception, fraud, false pretense, false premise, representation, 

or knowing concealment, suppression, or commission of any material fact with the 

intent that a consumer relies on the same in connection with the promotion or sale 

of consumer goods or services or the subsequent performance with respect to an 

agreement, sale, lease or rental. 
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94. LifeBridge engaged in these unfair and deceptive trade practices in connection with 

offering for sale or selling consumer goods or services in violation of Md. Code Ann., Com. Law, § 

13-303, including: 

A. Failing to implement and maintain reasonable security and privacy 

measures to protect Plaintiffs’ and Class Members’ Personal Information, which 

was a direct and proximate cause of the LifeBridge data breaches; 

B. Failing to comply with common law and statutory duties pertaining to the 

security and privacy of Plaintiffs’ and Class Members’ Personal Information, 

including duties imposed by the MPIPA, Md. Code Ann., Com. Law, § 14-3503, 

which was a direct and proximate cause of the LifeBridge data breaches; 

C. Misrepresenting that it would protect the privacy and confidentiality of 

Plaintiffs’ and Class Members’ Personal Information, including by implementing 

and maintaining reasonable security measures; 

D. Misrepresenting that it would comply with common law and statutory duties 

pertaining to the security and privacy of Plaintiffs’ and Class Members’ Personal 

Information, including duties imposed by the MPIPA, Md. Code Ann., Com. Law, 

§ 14-3503; 

E. Omitting, suppressing, and concealing the material fact that it did not 

reasonably or adequately secure Plaintiffs’ and Class Members’ Personal 

Information; and 

F. Omitting, suppressing, and concealing the material fact that it did not 

comply with common law and statutory duties pertaining to the security and privacy 
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of Plaintiffs’ and Class Members’ Personal Information, including duties imposed 

by the MPIPA, Md. Code Ann., Com. Law, § 14-3503. 

95. LifeBridge’s representations and omissions were material because they were likely to 

deceive reasonable consumers about the adequacy of LifeBridge’s security and ability to protect the 

confidentiality of consumers’ Personal Information. LifeBridge’s misrepresentations and omissions 

would have been important to consumers when choosing a health care provider. 

96. LifeBridge intended to mislead Plaintiffs and Class Members as to the true nature 

and/or condition of LifeBridge’s security, commercial, and entrepreneurial practices, and 

intentionally induced them to rely on its misrepresentations and omissions. 

97. Had LifeBridge disclosed to Plaintiffs and Class Members that its data systems were 

not secure and, thus, vulnerable to attack, LifeBridge would have been forced to adopt reasonable 

data security measures and comply with applicable laws. Instead, LifeBridge was trusted with 

sensitive and valuable Personal Information regarding hundreds of thousands of patients, including 

Plaintiffs and Class Members. LifeBridge accepted the responsibility of safeguarding data while 

keeping the inadequate state of its security controls secret from the public. Accordingly, Plaintiffs and 

Class Members acted reasonably in relying on LifeBridge’s misrepresentations and omissions, the 

truth of which they could not have discovered. 

98. As a direct and proximate result of LifeBridge’s unfair and deceptive acts and 

practices, Plaintiffs and Class Members have suffered and will continue to suffer injury, ascertainable 

losses of money or property, and monetary and non-monetary damages, including from fraud and 

identity theft; time and expenses related to monitoring their financial accounts and medical 

information for fraudulent activity; an increased, imminent risk of fraud and identity theft; and loss 

of value of their Personal Information. 
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99. Plaintiffs and Class Members seek all monetary and non-monetary relief allowed by 

law, including damages, disgorgement, injunctive relief, and attorneys’ fees and costs. 

100. Unless Defendant is restrained from engaging in the aforementioned unfair and 

deceptive trade practices, Plaintiffs and Class Members will continue to suffer substantial and 

irreparable injury. 

101. The benefits to Plaintiffs and Class Members in obtaining injunctive relief are equal 

to or outweigh the potential harm which Defendant would incur if this Court grants the requested 

injunctive relief. 

102. The public interest is best served by granting the injunction. 

WHEREFORE, Plaintiffs, on behalf of themselves and others similarly situated, 

respectfully request that the Court enter judgment in their favor and against LifeBridge, and that 

they be awarded damages together with equitable relief as follows: 

A. That the Court enter a judgment against Defendant finding that it is liable 

to Plaintiffs and Class Members; 

B. That the Court award compensatory damages in an amount that exceeds 

$75,000, plus interest and costs, to Class Members in an amount to be determined 

at trial; 

C. That the Court reimburse Plaintiffs all costs paid by Plaintiffs or on behalf 

of Plaintiffs; 

D. That the Court award the costs and expenses of this case, including 

attorneys’ fees; 

E. That the Court award pre-judgment and post-judgment interest; 
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F. That the Court grant the injunctive relief requested by Plaintiffs, including 

but not limited to, injunctive and other equitable relief as is necessary to protect the 

interests of Plaintiffs and Class Members, including but not limited to an order:   

i. prohibiting Defendant from engaging in the wrongful and unlawful 

acts described herein;  

ii. requiring Defendant to protect, including through encryption, all 

data collected through the course of its business in accordance with all 

applicable regulations, industry standards, and federal, state or local laws;  

iii. requiring Defendant to delete, destroy, and purge the personal 

identifying information of Plaintiffs and Class Members unless Defendant 

can provide to the Court reasonable justification for the retention and use of 

such information when weighed against the privacy interests of Plaintiffs 

and Class Members;  

iv. requiring Defendant to implement and maintain a comprehensive 

Information Security Program designed to protect the confidentiality and 

integrity of the personal identifying information of Plaintiffs and Class 

Members;  

v. prohibiting Defendant from maintaining Plaintiffs’ and Class 

Members’ personal identifying information on a cloud-based database;  

vi. requiring Defendant to engage independent third-party security 

auditors/penetration testers as well as internal security personnel to conduct 

testing, including simulated attacks, penetration tests, and audits on 

Defendant’s systems on a periodic basis, and ordering Defendant to 
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promptly correct any problems or issues detected by such third-party 

security auditors; 

vii. requiring Defendant to engage independent third-party security 

auditors and internal personnel to run automated security monitoring;  

viii. requiring Defendant to audit, test, and train its security personnel 

regarding any new or modified procedures;  

ix. requiring Defendant to segment data by, among other things, 

creating firewalls and access controls so that if one area of Defendant’s 

network is compromised, hackers cannot gain access to other portions of 

Defendant’s systems;  

x. requiring Defendant to conduct regular database scanning and 

securing checks;  

xi. requiring Defendant to establish an information security training 

program that includes at least annual information security training for all 

employees, with additional training to be provided as appropriate based 

upon the employees’ respective responsibilities with handling personal 

identifying information, as well as protecting the personal identifying 

information of Plaintiffs and class members; 

xii. requiring Defendant to routinely and continually conduct internal 

training and education, and on an annual basis to inform internal security 

personnel how to identify and contain a breach when it occurs and what to 

do in response to a breach;  
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xiii. requiring Defendant to implement a system of tests to assess its 

respective employees’ knowledge of the education programs discussed in 

the preceding subparagraphs, as well as randomly and periodically testing 

employees’ compliance with Defendant’s policies, programs, and systems 

for protecting personal identifying information; 

xiv. requiring Defendant to implement, maintain, regularly review, and 

revise as necessary a threat management program designed to appropriately 

monitor Defendant’s information networks for threats, both internal and 

external, and assess whether monitoring tools are appropriately configured, 

tested, and updated;  

xv. requiring Defendant to meaningfully educate all Class Members 

about the threats that they face as a result of the loss of their confidential 

personal identifying information to third parties, as well as the steps affected 

individuals must take to protect themselves;   

xvi. requiring Defendant to implement logging and monitoring programs 

sufficient to track traffic to and from Defendant’s servers;  

xvii. requiring Defendant to conduct sufficient due diligence of its 

business associates with whom LifeBridge shares Class Members’ 

personally identifying information to ensure they maintain adequate data 

security measures to protect that information; and 

xviii. for a period of 10 years, appointing a qualified and independent 

third-party assessor to conduct a SOC 2 Type 2 attestation on an annual 

basis to evaluate Defendant’s compliance with the terms of the Court’s final 
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judgment, to provide such report to the Court and to counsel for the class, 

and to report any deficiencies with compliance of the Court’s final 

judgment; and 

G. That the Court award all other further and general relief as the Court deems 

just and necessary. 

COUNT III – NEGLIGENCE 
 

103. Plaintiffs repeat and reallege each and every allegation contained paragraphs 1 

through 70 of this Complaint as if fully set forth herein. 

104. LifeBridge required Plaintiffs and Class Members to submit Personal Information in 

order to, among other things, receive health care services. 

105. LifeBridge knew or should have known of the risks inherent in collecting, storing, and 

sharing the Personal Information of Plaintiffs and Class Members and the heightened risk of doing so 

without adequate security systems and protocols.  

106. LifeBridge owed a duty to Plaintiffs and Class Members to exercise reasonable care 

in obtaining, retaining, securing, safeguarding, deleting, and protecting their Personal Information 

in its possession or shared with third-party vendors from being compromised, lost, stolen, 

accessed, and misused by unauthorized persons. More specifically, this duty included, among other 

things: (a) designing, maintaining, and testing LifeBridge’s security systems to ensure that 

Plaintiffs and  Class Members’ Personal Information in LifeBridge’s possession was adequately 

secured and protected; (b) implementing processes that would detect a breach of its security system 

in a timely manner; (c) timely acting upon warnings and alerts regarding intrusions to its networks; 

(d) timely providing notice to Plaintiffs and Class Members of any data breaches and the steps that 

can be taken by Plaintiffs and Class Members to protect themselves from identity theft and medical 
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fraud; (e) maintaining data security measures consistent with industry standards; and (f) requiring 

its vendors to implement data security measures consistent with industry standards 

107. LifeBridge had a duty to prevent foreseeable harm to others. This duty existed 

because Plaintiffs and Class Members were foreseeable and probable victims of inadequate 

security practices. In fact, not only was it foreseeable that Plaintiffs and Class Members would be 

harmed by the failure to protect their Personal Information because hackers routinely attempt to 

steal such information and use it for nefarious purposes, but LifeBridge also knew that it was more 

likely than not Plaintiffs and other Class Members would be harmed, and in fact, suffered harm as 

identified above.  

108. LifeBridge also had a duty to safeguard the Personal Information of Plaintiffs and 

Class Members and to promptly notify them of a breach. That duty is also imposed by applicable 

Maryland laws and statutes that require LifeBridge to reasonably safeguard sensitive Personal 

Information, as detailed herein. 

109. Timely notification was required, appropriate, and necessary so that, among other 

things, Plaintiffs and Class Members could take appropriate measures to prevent, mitigate, or 

ameliorate the damages caused by LifeBridge’s misconduct. 

110. LifeBridge violated the MPIPA and CPA by failing to use reasonable measures to 

protect Personal Information and not complying with industry standards. LifeBridge’s conduct 

was particularly unreasonable given the nature and amount of Personal Information it obtained and 

stores and the foreseeable consequences of a data breach at a major health system. 

111. Moreover, the harm that has occurred is the type of harm the MPIPA and CPA were 

intended to guard against. 
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112. LifeBridge breached the duties it owed to Plaintiffs and Class Members described 

above by, among things, failing to: (a) exercise reasonable care and implement adequate security 

systems, protocols, and practices sufficient to protect the Personal Information of Plaintiffs and  

Class Members; (b) detect the breach while it was ongoing; (c) maintain security systems 

consistent with industry standards; and (d) timely discover and disclose that Plaintiffs and Class 

Members’ Personal Information in LifeBridge’s possession had been or was reasonably believed 

to have been, stolen or compromised. 

113. But for LifeBridge’s wrongful and negligent breach of its duties owed to Plaintiffs 

and Class Members, and without any wrongdoing on the part of Plaintiffs or Class Members, 

Plaintiffs’ and Class Members’ Personal Information would not have been compromised.  

114. As a direct and proximate result of LifeBridge’s negligence, Plaintiffs and Class 

Members have been injured as described herein, and are entitled to damages, including 

compensatory and nominal damages, in an amount to be proved at trial. Plaintiffs’ and Class 

Members’ injuries include but are not limited to: 

A. Theft of their Personal Information; 

B. Costs associated with medical identity theft; 

C. Loss or delay of tax refunds as a result of fraudulently filed tax returns; 

D. Costs associated with the detection and prevention of identity theft and 

unauthorized use of their accounts; 

E. Costs associated with purchasing identity theft protection services and other 

monitoring services; 

F. Unauthorized charges and loss of use and access to their financial account 

funds and costs associated with the inability to obtain money from their accounts or 
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being limited in the amount of money they were permitted to obtain from their 

accounts, including missed payments on bills and loans, late charges and fees, and 

adverse effects on their credit; 

G. Costs associated with time spent and the loss of productivity from taking time 

to address and attempt to ameliorate, mitigate, and deal with the actual and future 

consequences of the LifeBridge data breach, including finding fraudulent charges, 

enrolling in credit monitoring and identity theft protection services, and imposing 

withdrawal and purchase limits on compromised accounts; 

H. The imminent and certainly impending injury flowing from potential fraud 

and identity theft posed by their Personal Information being placed in the hands of 

criminals; 

I. Damages to and diminution in value of their Personal Information; and 

J. Continued risk of exposure to hackers and thieves of their Personal 

Information, which remains in LifeBridge’s possession and is subject to further 

breaches so long as LifeBridge fails to undertake appropriate and adequate measures 

to protect Plaintiffs and Class Members.  

115. Unless Defendant is restrained from engaging in the aforementioned negligent 

security practices, Plaintiffs and Class Members will suffer substantial and irreparable injury. 

116. The benefits to Plaintiffs and Class Members in obtaining injunctive relief are equal 

to or outweigh the potential harm which Defendant would incur if this Court grants the requested 

injunctive relief. 

117. The public interest is best served by granting the injunction. 
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WHEREFORE, Plaintiffs, on behalf of themselves and others similarly situated, 

respectfully request that the Court enter judgment in their favor and against LifeBridge, and that 

they be awarded damages together with equitable relief as follows: 

A. That the Court enter a judgment against Defendant finding that it is liable 

to Plaintiffs and Class Members; 

B. That the Court award compensatory damages in an amount that exceeds 

$75,000, plus interest and costs, to Class Members in an amount to be determined 

at trial; 

C. That the Court reimburse Plaintiffs all costs paid by Plaintiffs or on behalf 

of Plaintiffs; 

D. That the Court award the costs and expenses of this case, including 

attorneys’ fees; 

E. That the Court award pre-judgment and post-judgment interest; 

F. That the Court grant the injunctive relief requested by Plaintiffs, including 

but not limited to, injunctive and other equitable relief as is necessary to protect the 

interests of Plaintiffs and Class Members, including but not limited to an order:   

i. prohibiting Defendant from engaging in the wrongful and unlawful 

acts described herein;  

ii. requiring Defendant to protect, including through encryption, all 

data collected through the course of its business in accordance with all 

applicable regulations, industry standards, and federal, state or local laws;  

iii. requiring Defendant to delete, destroy, and purge the personal 

identifying information of Plaintiffs and Class Members unless Defendant 
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can provide to the Court reasonable justification for the retention and use of 

such information when weighed against the privacy interests of Plaintiffs 

and Class Members;  

iv. requiring Defendant to implement and maintain a comprehensive 

Information Security Program designed to protect the confidentiality and 

integrity of the personal identifying information of Plaintiffs and Class 

Members;  

v. prohibiting Defendant from maintaining Plaintiffs’ and Class 

Members’ personal identifying information on a cloud-based database;  

vi. requiring Defendant to engage independent third-party security 

auditors/penetration testers as well as internal security personnel to conduct 

testing, including simulated attacks, penetration tests, and audits on 

Defendant’s systems on a periodic basis, and ordering Defendant to 

promptly correct any problems or issues detected by such third-party 

security auditors; 

vii. requiring Defendant to engage independent third-party security 

auditors and internal personnel to run automated security monitoring;  

viii. requiring Defendant to audit, test, and train its security personnel 

regarding any new or modified procedures;  

ix. requiring Defendant to segment data by, among other things, 

creating firewalls and access controls so that if one area of Defendant’s 

network is compromised, hackers cannot gain access to other portions of 

Defendant’s systems;  
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x. requiring Defendant to conduct regular database scanning and 

securing checks;  

xi. requiring Defendant to establish an information security training 

program that includes at least annual information security training for all 

employees, with additional training to be provided as appropriate based 

upon the employees’ respective responsibilities with handling personal 

identifying information, as well as protecting the personal identifying 

information of Plaintiffs and Class Members; 

xii. requiring Defendant to routinely and continually conduct internal 

training and education, and on an annual basis to inform internal security 

personnel how to identify and contain a breach when it occurs and what to 

do in response to a breach;  

xiii. requiring Defendant to implement a system of tests to assess its 

respective employees’ knowledge of the education programs discussed in 

the preceding subparagraphs, as well as randomly and periodically testing 

employees’ compliance with Defendant’s policies, programs, and systems 

for protecting personal identifying information; 

xiv. requiring Defendant to implement, maintain, regularly review, and 

revise as necessary a threat management program designed to appropriately 

monitor Defendant’s information networks for threats, both internal and 

external, and assess whether monitoring tools are appropriately configured, 

tested, and updated;  
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xv. requiring Defendant to meaningfully educate all Class Members 

about the threats that they face as a result of the loss of their confidential 

personal identifying information to third parties, as well as the steps affected 

individuals must take to protect themselves;   

xvi. requiring Defendant to implement logging and monitoring programs 

sufficient to track traffic to and from Defendant’s servers;  

xvii. requiring Defendant to conduct sufficient due diligence of its 

business associates with whom LifeBridge shares its patients’ personally 

identifying information to ensure they maintain adequate data security 

measures to protect that information; and 

xviii. for a period of 10 years, appointing a qualified and independent 

third-party assessor to conduct a SOC 2 Type 2 attestation on an annual 

basis to evaluate Defendant’s compliance with the terms of the Court’s final 

judgment, to provide such report to the Court and to counsel for the class, 

and to report any deficiencies with compliance of the Court’s final 

judgment; and 

G. That the Court award all other further and general relief as the Court deems 

just and necessary. 

COUNT IV – NEGLIGENT MISREPRESENTATION 

118. Plaintiffs repeat and reallege each and every allegation contained in paragraphs 1 

through 70 of this Complaint as if fully set forth herein. 

119. LifeBridge negligently represented to Plaintiffs and Class Members that it would 

maintain adequate data privacy and security practices and procedures to safeguard Plaintiffs’ and 
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Class Members’ Personal Information from unauthorized disclosure, release, data breaches, and 

theft, which were false at the time they were made. In representing that it would maintain adequate 

data privacy and security practices and procedures, LifeBridge represented that its vendors would 

also maintain adequate data privacy and security practices and procedures to safeguard Plaintiffs’ 

and Class Members’ Personal Information from unauthorized disclosure, release, data breaches, 

and theft. 

120. LifeBridge also negligently misrepresented to Plaintiffs and Class Members that it 

did and would comply with the requirements of relevant laws pertaining to the privacy and security 

of Plaintiffs’ and Class Members’ Personal Information. 

121. Plaintiffs and Class Members justifiably relied on LifeBridge’s statements that 

LifeBridge would maintain adequate data and privacy security practices and procedures to 

safeguard Plaintiffs’ and Class Members’ Personal Information from unauthorized disclosure, 

release, data breaches, and theft and that it did and would comply with the requirements of 

applicable laws pertaining to the privacy and security of Plaintiffs’ and Class Members’ Personal 

Information. 

122. Had Plaintiffs and Class Members, as reasonable persons, known of LifeBridge’s 

inadequate data privacy and security practices, or that LifeBridge was failing to comply with the 

requirements of applicable laws pertaining to the privacy and security of Plaintiffs’ and Class 

Members’ Personal Information, they would not have purchased or received health-related 

services from LifeBridge and would not have entrusted LifeBridge with their Personal 

Information. 

123. As a direct and proximate result of LifeBridge’s conduct, Plaintiffs and Class 

Members have suffered damages as discussed herein. 
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124. Unless Defendant is restrained from engaging in the aforementioned negligent 

misrepresentation, Plaintiffs and Class Members will suffer substantial and irreparable injury. 

125. The benefits to Plaintiffs and Class Members in obtaining injunctive relief are equal 

to or outweigh the potential harm which Defendant would incur if this Court grants the requested 

injunctive relief. 

126.    The public interest is best served by granting the injunction. 

WHEREFORE, Plaintiffs, on behalf of themselves and others similarly situated, 

respectfully request that the Court enter judgment in their favor and against LifeBridge, and that 

they be awarded damages together with equitable relief as follows: 

A. That the Court enter a judgment against Defendant finding that it is liable 

to Plaintiffs and Class Members; 

B. That the Court award compensatory damages in an amount that exceeds 

$75,000, plus interest and costs, to Class Members in an amount to be determined 

at trial; 

C. That the Court reimburse Plaintiffs all costs paid by Plaintiffs or on behalf 

of Plaintiffs; 

D. That the Court award the costs and expenses of this case, including 

attorneys’ fees; 

E. That the Court award pre-judgment and post-judgment interest; 

F. That the Court grant the injunctive relief requested by Plaintiffs, including 

but not limited to, injunctive and other equitable relief as is necessary to protect the 

interests of Plaintiffs and Class Members, including but not limited to an order:   
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i. prohibiting Defendant from engaging in the wrongful and unlawful 

acts described herein;  

ii. requiring Defendant to protect, including through encryption, all 

data collected through the course of its business in accordance with all 

applicable regulations, industry standards, and federal, state or local laws;  

iii. requiring Defendant to delete, destroy, and purge the personal 

identifying information of Plaintiffs and Class Members unless Defendant 

can provide to the Court reasonable justification for the retention and use of 

such information when weighed against the privacy interests of Plaintiffs 

and Class Members;  

iv. requiring Defendant to implement and maintain a comprehensive 

Information Security Program designed to protect the confidentiality and 

integrity of the personal identifying information of Plaintiffs and Class 

Members;  

v. prohibiting Defendant from maintaining Plaintiffs’ and Class 

Members’ personal identifying information on a cloud-based database;  

vi. requiring Defendant to engage independent third-party security 

auditors/penetration testers as well as internal security personnel to conduct 

testing, including simulated attacks, penetration tests, and audits on 

Defendant’s systems on a periodic basis, and ordering Defendant to 

promptly correct any problems or issues detected by such third-party 

security auditors; 
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vii. requiring Defendant to engage independent third-party security 

auditors and internal personnel to run automated security monitoring;  

viii. requiring Defendant to audit, test, and train its security personnel 

regarding any new or modified procedures;  

ix. requiring Defendant to segment data by, among other things, 

creating firewalls and access controls so that if one area of Defendant’s 

network is compromised, hackers cannot gain access to other portions of 

Defendant’s systems;  

x. requiring Defendant to conduct regular database scanning and 

securing checks;  

xi. requiring Defendant to establish an information security training 

program that includes at least annual information security training for all 

employees, with additional training to be provided as appropriate based 

upon the employees’ respective responsibilities with handling personal 

identifying information, as well as protecting the personal identifying 

information of Plaintiffs and Class Members; 

xii. requiring Defendant to routinely and continually conduct internal 

training and education, and on an annual basis to inform internal security 

personnel how to identify and contain a breach when it occurs and what to 

do in response to a breach;  

xiii. requiring Defendant to implement a system of tests to assess its 

respective employees’ knowledge of the education programs discussed in 

the preceding subparagraphs, as well as randomly and periodically testing 
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employees’ compliance with Defendant’s policies, programs, and systems 

for protecting personal identifying information; 

xiv. requiring Defendant to implement, maintain, regularly review, and 

revise as necessary a threat management program designed to appropriately 

monitor Defendant’s information networks for threats, both internal and 

external, and assess whether monitoring tools are appropriately configured, 

tested, and updated;  

xv. requiring Defendant to meaningfully educate all Class Members 

about the threats that they face as a result of the loss of their confidential 

personal identifying information to third parties, as well as the steps affected 

individuals must take to protect themselves;   

xvi. requiring Defendant to implement logging and monitoring programs 

sufficient to track traffic to and from Defendant’s servers;  

xvii. requiring Defendant to conduct sufficient due diligence of its 

business associates with whom LifeBridge shares its patients’ personally 

identifying information to ensure they maintain adequate data security 

measures to protect that information; and 

xviii. for a period of 10 years, appointing a qualified and independent 

third-party assessor to conduct a SOC 2 Type 2 attestation on an annual 

basis to evaluate Defendant’s compliance with the terms of the Court’s final 

judgment, to provide such report to the Court and to counsel for the class, 

and to report any deficiencies with compliance of the Court’s final 

judgment; and  
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G. That the Court award all other further and general relief as the court deems 

just and necessary. 

 
Respectfully submitted, 
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JURY TRIAL DEMAND 

 Plaintiffs demand a jury trial on all issues and causes of action within this Complaint.  
 

 
 
__________________________ 
Nikoletta S. Mendrinos  

 


